PART Il - CONTRACT CLAUSES
SECTION | - CONTRACT CLAUSES

LISTING OF CLAUSES INCORPORATED BY REFERENCE

NOTICE: The following solicitation provisions and/or contract clauses pertinent to this section

are hereby incorporated by reference:

FEDERAL ACQUISITION REGULATION (48 CFR CHAPTER 1)

52.202-1
52.203-3
52.203-5
52.203-6

52.203-7
52.203-8

52.203-10
52.203-12
52.204-4
52.204-7
52.209-6

52.211-5
52.211-15
52.215-2
52.215-8

52.215-11

52.215-13

52.215-14
52.215-15
52.215-17
52.215-18

52.215-19
52.215-21

52.216-7
52.217-8
52.219-4

DEFINITIONS (JUL 2004)

GRATUITIES (APR 1984)

COVENANT AGAINST CONTINGENT FEES (APR 1984)
RESTRICTIONS ON SUBCONTRACTOR SALES TO THE
GOVERNMENT (SEP 2006)

ANTI-KICKBACK PROCEDURES (JUL 1995)

CANCELLATION, RECISION, AND RECOVERY OF FUNDS FOR
ILLEGAL OR IMPROPER ACTIVITY (JAN 1997)

PRICE OR FEE ADJUSTMENT FOR ILLEGAL OR IMPROPER
ACTIVITY (JAN 1997)

LIMITATION ON PAYMENTS TO INFLUENCE CERTAIN FEDERAL
TRANSACTIONS (SEP 2007)

PRINTED OR COPIED DOUBLE-SIDED ON RECYCLED PAPER (AUG
2000)

CENTRAL CONTRACTOR REGISTRATION (JUL 2006)
PROTECTING THE GOVERNMENT'S INTEREST WHEN
SUBCONTRACTING WITH CONTRACTORS DEBARRED,
SUSPENDED, OR PROPOSED FOR DEBARMENT (SEP 2006)
MATERIAL REQUIREMENTS (AUG 2000)

DEFENSE PRIORITY AND ALLOCATION REQUIREMENTS (SEP 1990)
AUDIT AND RECORDS--NEGOTIATION (JUN 1999)

ORDER OF PRECEDENCE-UNIFORM CONTRACT FORMAT (OCT
1997)

PRICE REDUCTION FOR DEFECTIVE COST OR PRICING DATA-
MODIFICATIONS (OCT 1997)

SUBCONTRACTOR COST OR PRICING DATA-MODIFICATIONS (OCT
1997)

INTEGRITY OF UNIT PRICES (OCT 1997)

PENSION ADJUSTMENTS AND ASSETT REVERSIONS (OCT 2004)
WAIVER OF FACILITIES CAPITAL COST OF MONEY (OCT 1997)
REVERSION OR ADJUSTMENT OF PLANS FOR POSTRETIREMENT
BENEFITS (PRB) OTHER THAN PENSIONS (JUL 2005)
NOTIFICATION OF OWNERSHIP CHANGES (OCT 1997)
REQUIREMENTS FOR COST OR PRICING DATA OR INFORMATION
OTHER THAN COST OR PRICING DATA — MODIFICATIONS

(OCT 1997)

ALLOWABLE COST AND PAYMENT (DEC 2002)

OPTION TO EXTEND SERVICES (NOV 1997)

NOTICE OF PRICE EVALUATION PREFERENCE FOR HUBZONE
SMALL BUSINESS CONCERNS (JUL 2005)
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52.219-8
52.219-9

52.219-16
52.219-28

52.222-1
52.222-3
52.222-4

52.222-19

52.222-20
52.222-21
52.222-26
52.222-35

52.222-36

52.222-37

52.222-41
52.222-43

52.222-49

52.222-50
52.223-6
52.223-14
52.225-1
52.225-5
52.225-8
52.225-13
52.227-1
52.227-2

52.227-14
52.229-3
52.230-2
52.230-3

52.230-6
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UTILIZATION OF SMALL BUSINESS CONCERNS (MAY 2004)
SMALL BUSINESS SUBCONTRACTING PLAN (NOV 2007)
ALTERNATE 1l (OCT 2001)

LIQUIDATED DAMAGES--SUBCONTRACTING PLAN (JAN 1999)
POST-AWARD SMALL BUSINESS PROGRAM REREPRESENTATION
(JUN 2007)

NOTICE TO THE GOVERNMENT OF LABOR DISPUTES (FEB 1997)
CONVICT LABOR (JUN 2003)

CONTRACT WORK HOURS AND SAFETY STANDARDS ACT-
OVERTIME COMPENSATION (JULY 2005)

CHILD LABOR — COOPERATION WITH AUTHORITIES AND
REMEDIES (AUG 2007)

WALSH-HEALEY PUBLIC CONTRACTS ACT (DEC 1996)
PROHIBITION OF SEGREGATED FACILITIES (FEB 1999)

EQUAL OPPORTUNITY (MAR 2007)

EQUAL OPPORTUNITY FOR SPECIAL DISABLED VETERANS,
VETERANS OF THE VIETNAM ERA, AND OTHER ELIGIBLE
VETERANS (SEP 2006)

AFFIRMATIVE ACTION FOR WORKERS WITH DISABILITIES (JUN
1998)

EMPLOYMENT REPORTS ON SPECIAL DISABLED VETERANS,
VETERANS OF THE VIETNAM ERA, AND OTHER ELIGIBLE
VETERANS (SEP 2006)

SERVICE CONTRACT ACT OF 1965 (NOV 2007)

FAIR LABOR STANDARDS ACT AND SERVICE CONTRACT ACT—
PRICE ADJUSTMENT (MULTIPLE YEAR AND OPTION CONTRACTS)
(NOV 2006)

SERVICE CONTRACT ACT-PLACE OF PERFORMANCE UNKNOWN
(MAY 1989) (Insert: http://procurement.jsc.nasa.gov/nbahmc/)
COMBATING TRAFFICKING IN PERSONS (AUG 2007)

DRUG-FREE WORKPLACE (MAY 2001)

TOXIC CHEMICAL RELEASE REPORTING (AUG 2003)

BUY AMERICAN ACT (JUN 2003)

TRADE AGREEMENTS (NOV 2007)

DUTY-FREE ENTRY (FEB 2000)

RESTRICTIONS ON CERTAIN FOREIGN PURCHASES (FEB 2006)
AUTHORIZATION AND CONSENT (DEC 2007)

NOTICE AND ASSISTANCE REGARDING PATENT AND COPYRIGHT
INFRINGEMENT (AUG 1996)

RIGHTS IN DATA - GENERAL (JUN 1987) AS MODIFIED BY NASA FAR
SUPPLEMENT 1852.227-14 RIGHTS IN DATA—GENERAL
FEDERAL, STATE, AND LOCAL TAXES (APR 2003)

COST ACCOUNTING STANDARDS (APR 1998)

DISCLOSURE AND CONSISTENCY OF COST ACCOUTING
PRACTICES (APR 1998)

ADMINISTRATION OF COST ACCOUNTING STANDARDS (APR 2005)
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52.232-7

52.232-17
52.232-18
52.232-23
52.232-25
52.232-22
52.232-33

52.233-1
52.233-3
52.233-4
52.242-3
52.242-13
52.243-3
52.244-2
52.244-6
52.245-1
52.245-9
52.246-24
52.248-1
52.249-6

52.249-14
52.253-1

1852.219-74
1852.219-75
1852.223-74
1852.243-71
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PAYMENTS UNDER TIME-AND-MATERIALS AND LABOR-HOUR
CONTRACTS (FEB 2007)

INTEREST (JUN 1996)

AVAILABILITY OF FUNDS (APR 1984)

ASSIGNMENT OF CLAIMS (JAN 1986)

PROMPT PAYMENT (OCT 2003)

LIMITATION OF FUNDS (APR 1984)

PAYMENT BY ELECTRONIC FUNDS TRANSFER- CENTRAL
CONTRACTOR REGISTRATION (OCT 2003)

DISPUTES (JUL 2002) ALTERNATE | (DEC 1991)

PROTEST AFTER AWARD (AUG 1996)

APPLICABLE LAW FOR BREACH OF CONTRACT CLAIM (OCT 2004)
PENALTIES FOR UNALLOWABLE COSTS (MAY 2001)
BANKRUPTCY (JUL 1995)

CHANGES — TIME-AND-MATERIALS OR LABOR-HOURS (SEP 2000)
SUBCONTRACTS (JUN 2007)

SUBCONTRACTS FOR COMMERCIAL ITEMS (MAR 2007)
GOVERNMENT PROPERTY (JUN 2007)

USE AND CHARGES (JUN 2007)

LIMITATION OF LIABILITY-HIGH VALUE ITEMS (FEB 1997)

VALUE ENGINEERING (FEB 2000)

TERMINATION (COST-REIMBURSEMENT) (MAY 2004) ALTERNATE IV
(SEP 1996)

EXCUSABLE DELAYS (APR 1984)

COMPUTER GENERATED FORMS (JAN 1991)

. NASA FAR SUPPLEMENT (48 CFR CHAPTER 18)

USE OF RURAL AREA SMALL BUSINESSES (SEP 1990)

SMALL BUSINESS SUBCONTRACTING REPORTING (MAY 1999)
DRUG- AND ALCOHOL-FREE WORKFORCE (MAR 1996)
SHARED SAVINGS (MAR 1997)

(END OF BY REFERENCE SECTION)

CLAUSES INCORPORATED BY REFERENCE (FAR 52.252-2) (FEB 1998)

This contract incorporates one or more clauses by reference, with the same force and
effect as if they were given in full text. Upon request, the Contracting Officer will make
their full text available. Also, the full text of a clause may be accessed electronically at
these addresses:

Federal Acquisition Regulation Internet address - http://www.arnet.gov.far/

NASA FAR Supplement Internet address -
http://www.hq.nasa.gov/office/procurement/reg/nfstoc.htm

(End of clause)
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1.3 NOTICE OF PRICE EVALUATION ADJUSTMENT FOR SMALL DISADVANTAGED
BUSINESS CONCERNS (FAR 52.219-23) (SEPT 2005)

(a) Definitions. As used in this clause—

“Small disadvantaged business concern” means an offeror that represents, as part of its
offer, that it is a small business under the size standard applicable to this acquisition; and
either—

(1) It has received certification by the Small Business Administration as a small
disadvantaged business concern consistent with 13 CFR Part 124, subpart B; and

(i) No material change in disadvantaged ownership and control has occurred since its
certification;

(if) Where the concern is owned by one or more disadvantaged individuals, the net worth of
each individual upon whom the certification is based does not exceed $750,000 after taking
into account the applicable exclusions set forth at 13 CFR 124.104(c)(2); and

(iii) It is identified, on the date of its representation, as a certified small disadvantaged
business concern in the database maintained by the Small Business Administration (PRO-
Net).

(2) It has submitted a completed application to the Small Business Administration or a
Private Certifier to be certified as a small disadvantaged business concern in accordance
with 13 CFR Part 124, subpart B, and a decision on that application is pending, and that no
material change in disadvantaged ownership and control has occurred since its application
was submitted. In this case, in order to receive the benefit of a price evaluation adjustment,
an offeror must receive certification as a small disadvantaged business concern by the
Small Business Administration prior to contract award: or

(3) Is a joint venture as defined in 13 CFR 124.1002(f).

“Historically black college or university” means an institution determined by the Secretary of
Education to meet the requirements of 34 CFR 608.2. For the Department of Defense
(DoD), the National Aeronautics and Space Administration (NASA), and the Coast Guard,
the term also includes any nonprofit research institution that was an integral part of such a
college or university before November 14, 1986.

“Minority institution” means an institution of higher education meeting the requirements of
Section 1046(3) of the Higher Education Act of 1965 (20 U.S.C. 1067k, including a
Hispanic-serving institution of higher education, as defined in Section 316(b)(1) of the Act
(20 U.S.C. 1101a)).

(b) Evaluation adjustment.

(1) The Contracting Officer will evaluate offers by adding a factor of ___ [Contracting
Officer insert the percentage] percent to the price of all offers, except—
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(i) Offers from small disadvantaged business concerns that have not waived the
adjustment; and
(i) An otherwise successful offer from a historically black college or university or minority
institution.
(2) The Contracting Officer will apply the factor to a line item or a group of line items on
which award may be made. The Contracting Officer will apply other evaluation factors
described in the solicitation before application of the factor. The factor may not be
applied if using the adjustment would cause the contract award to be made at a price
that exceeds the fair market price by more than the factor in paragraph (b)(1) of this
clause.
(c) Waiver of evaluation adjustment. A small disadvantaged business concern may elect
to waive the adjustment, in which case the factor will be added to its offer for evaluation
purposes. The agreements in paragraph (d) of this clause do not apply to offers that
waive the adjustment.

Offeror elects to waive the adjustment.
(d) Agreements.
(1) A small disadvantaged business concern, that did not waive the adjustment, agrees
that in performance of the contract, in the case of a contract for—
(i) Services, except construction, at least 50 percent of the cost of personnel for contract
performance will be spent for employees of the concern;
(ii) Supplies (other than procurement from a nonmanufacturer of such supplies), at least
50 percent of the cost of manufacturing, excluding the cost of materials, will be
performed by the concern;
(iif) General construction, at least 15 percent of the cost of the contract, excluding the
cost of materials, will be performed by employees of the concern; or
(iv) Construction by special trade contractors, at least 25 percent of the cost of the
contract, excluding the cost of materials, will be performed by employees of the concern.
(2) A small disadvantaged business concern submitting an offer in its own name shali
furnish in performing this contract only end items manufactured or produced by small
disadvantaged business concerns in the United States or its outlying areas. This
paragraph does not apply to construction or service contracts.

(End of clause)

Alternate | (June 2003). As prescribed in 19.1104, substitute the following

paragraph (d)(2) for paragraph (d)(2) of the basic clause:

(2) A small disadvantaged business concern submitting an offer in its own name shall
furnish in performing this contract only end items manufactured or produced by small
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business concerns in the United States or its outlying areas. This paragraph does not
apply to construction or service contracts.

Alternate Il (Oct 1998) As prescribed in 19.1104, substitute the following

paragraph (b)(1)(i) for paragraph (b)(1)(i) of the basic clause:

(i) Offers from small disadvantaged business concerns, that have not waived the
adjustment, whose address is in a region for which an evaluation adjustment is
authorized;

NOTIFICATION OF EMPLOYEE RIGHTS CONCERNING PAYMENT OF UNION DUES
OR FEES (FAR 52.222-39) (DEC 2004)

(a) Definition. As used in this clause-
"United States" means the 50 States, the District of Columbia, Puerto Rico, the

Northern Mariana islands, American Samoa, Guam, the U.S. Virgin Islands, and
Wake lIsland.

(b) Except as provided in paragraph (e) of this clause, during the term of this contract,
the Contractor shall post a notice, in the form of a poster, informing employees of
their rights concerning union membership and payment of union dues and fees, in
conspicuous places in and about all its plants and offices, including all places where
notices to employees are customarily posted. The notice shall include the following
information (except that the information pertaining to National Labor Relations Board
shall not be included in notices posted in the plants or offices of carriers subject to the
Railway Labor Act, as amended (45 U.S.C. 151-188)).

Notice to Employees

Under Federal law, employees cannot be required to join a union or maintain
membership in a union in order to retain their jobs. Under certain conditions, the law
permits a union and an employer to enter into a union-security agreement requiring
employees to pay uniform periodic dues and initiation fees. However, employees who
are not union members can object to the use of their payments for certain purposes
and can only be required to pay their share of union costs relating to collective
bargaining, contract administration, and grievance adjustment.

If you do not want to pay that portion of dues or fees used to support activities not
related to collective bargaining, contract administration, or grievance adjustment, you
are entitled to an appropriate reduction in your payment. If you believe that you have
been required to pay dues or fees used in part to support activities not related to
collective bargaining, contract administration, or grievance adjustment, you may be
entitled to a refund and to an appropriate reduction in future payments.

For further information concerning your rights, you may wish to contact the National
Labor Relations Board (NLRB) either at one of its Regional offices or at the following
address or toll free number:

National Labor Relations Board
Division of Information

1-6
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1099 14" Street, N.W.
Washington, DC 20570
1-866-667-6572
1-866-316-6572 (TTY)

To locate the nearest NLRB office, see NLRB's website at http://www.nlrb.gov.

(c) The Contractor shall comply with all provisions of Executive Order 13201 of February
17, 2001, and related implementing regulations at 29 CFR part 470, and orders of the
Secretary of Labor.

(d) In the event that the Contractor does not comply with any of the requirements set
forth in paragraphs (b), (c), or (g), the Secretary may direct that this contract be
cancelled, terminated, or suspended in whole or in part, and declare the Contractor
ineligible for further Government contracts in accordance with procedures at 29 CFR
part 470, Subpart B-Compliance Evaluations, Complaint Investigations and
Enforcement Procedures. Such other sanctions or remedies may be imposed as are
provided by 29 CFR part 470, which implements Executive Order 13201, or as are
otherwise provided by law.

(e) The requirement to post the employee notice in paragraph (b) does not apply to-

(1) Contractors and subcontractors that employ fewer than 15 persons;

(2) Contractor establishments or construction work sites where no union has been
formally recognized by the Contractor or certified as the exclusive bargaining
representative of the Contractor's employees;

(3) Contractor establishments or construction work sites located in a jurisdiction
named in the definition of the United States in which the law of that jurisdiction
forbids enforcement of union-security agreements;

(4) Contractor facilities where upon the written request of the Contractor, the
Department of Labor Deputy Assistant Secretary for Labor-Management
Programs has waived the posting requirements with respect to any of the
Contractor's facilities if the Deputy Assistant Secretary finds that the Contractor
has demonstrated that-

(i) The facility is in all respects separate and distinct from activities of the
Contractor related to the performance of a contract; and

(i) Such a waiver will not interfere with or impede the effectuation of the Executive
order; or

(5) Work outside the United States that does not involve the recruitment or
employment of workers within the United States.

(f) The Department of Labor publishes the official employee notice in two variations; one
for contractors covered by the Railway Labor Act and a second for all other
contractors. The Contractor shall-

(1) Obtain the required employee notice poster from the Division of Interpretations
and Standards, Office of Labor-Management Standards, U.S. Department of
Labor, 200 Constitution Avenue, NW, Room N-5605, Washington, DC 20210, or
from any field office of the Department's Office of Labor-Management Standards
or Office of Federal Contract Compliance Programs;

(2) Download a copy of the poster from the Office of Labor-Management Standards
website at http://www.olms.dol.gov; or
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(3) Reproduce and use exact duplicate copies of the Department of Labor's official
poster.

(g) The Contractor shall include the substance of this clause in every subcontract or
purchase order that exceeds the simplified acquisition threshold, entered into in
connection with this contract, unless exempted by the Department of Labor Deputy
Assistant Secretary for Labor-Management Programs on account of special
circumstances in the national interest under authority of 29 CFR 470.3(c). For
indefinite quantity subcontracts, the Contractor shall include the substance of this
clause if the value of orders in any calendar year of the subcontract is expected to
exceed the simplified acquisition threshold. Pursuant to 29 CFR part 470, Subpart B-
Compliance Evaluations, Complaint Investigations and Enforcement Procedures, the
Secretary of Labor may direct the Contractor to take such action in the enforcement
of these regulations, including the imposition of sanctions for noncompliance with
respect to any such subcontract or purchase order. If the Contractor becomes
involved in litigation with a subcontractor or vendor, or is threatened with such
involvement, as a result of such direction, the Contractor may request the United
States, through the Secretary of Labor, to enter into such litigation to protect the
interests of the United States.

(End of clause)

STATEMENT OF EQUIVALENT RATES FOR FEDERAL HIRES (FAR 52.222-42)

(MAY 1989)

In compliance with the Service Contract Act of 1965, as amended, and the regulations of
the Secretary of Labor (29 CFR Part 4), this clause identifies the classes of service
employees expected to be employed under the contract and states the wages and fringe
benefits payable to each if they were employed by the contracting agency subject to the
provisions of 5 U.S.C. 5341 or 5332.

This Statement is for Information Only:
It is not a Wage Determination

Employee Class Monetary Wage—Fringe Benefits
Aircraft Painter WG9 %2218
Aircraft Mechanic, il _ WG-12 $25.36
Aircraft Mechanic, Il _ WG-11 $24.33
Quality Control Inspector  _~ WG-13 $26.40
Technical Writer, |l _ GS-9 %2429

(End of clause)
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AUTHORIZED DEVIATIONS IN CLAUSES (FAR 52.252-6) (APR 1984)

(@) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR
Chapter 1) clause with an authorized deviation is indicated by the addition of
“(DEVIATION)” after the date of the clause.

(b) The use in this solicitation or contract of any NASA FAR Supplement (48 CFR
Chapter 18) clause with an authorized deviation is indicated by the addition of
“(DEVIATION)” after the name of the regulation.

(End of clause)

OMBUDSMAN (NASA 1852.215-84) (OCT 2003) (ALTERNATE 1) (JUN 2000)

(a) An ombudsman has been appointed to hear and facilitate the resolution of concerns
from offerors, potential offerors, and contractors during the preaward and postaward
phases of this acquisition. When requested, the ombudsman will maintain strict
confidentiality as to the source of the concern. The existence of the ombudsman is
not to diminish the authority of the contracting officer, the Source Evaluation Board, or
the selection official. Further, the ombudsman does not participate in the evaluation
of proposals, the source selection process, or the adjudication of formal contract
disputes. Therefore, before consulting with an ombudsman, interested parties must
first address their concerns, issues, disagreements, and/or recommendations to the
contracting officer for resolution.

(b) If resolution cannot be made by the contracting officer, interested parties may contact
the installation ombudsman, Lucy Kranz, 2101 NASA Parkway, Houston, TX 77058,
at 281-483-0490, fax 281-483-2200, e-mail lucy.v.kranz@nasa.gov. Concerns,
issues, disagreements, and recommendations, which cannot be resolved at the
installation, may be referred to the NASA ombudsman, the Director of the Contract
Management Division, at 202-358-0445, facsimile 202-358-3083, e-mail
james.a.balinskas@nasa.gov. Please do not contact the ombudsman to request
copies of the solicitation, verify offer due date, or clarify technical requirements. Such
inquiries shall be directed to the Contracting Officer or as specified elsewhere in this
document.

(c) Ifthis is a task or delivery order contract, the ombudsman shall review complaints
from contractors and ensure they are afforded a fair opportunity to be considered,
consistent with the procedures of the contract.

(End of clause)

NASA 8 PERCENT GOAL (NASA 1852.219-76) (JUL 1997)

a) Definitions.

"Historically Black Colleges or University," as used in this clause, means an institution
determined by the Secretary of Education to meet the requirements of 34 CFR Section
608.2. The term also includes any nonprofit research institution that was an integral part of
such a college or university before November 14, 1986.
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"Minority institutions,” as used in this clause, means an institution of higher education
meeting the requirements of section 1046(3) of the Higher Education Act of 1965 (20
U.S.C. 1135d-5(3)) which for the purposes of this clause includes a Hispanic-serving
institution of higher education as defined in section 316(b)(1) of the Act (20 U.S.C.
1059¢(b)(1)).

"Small disadvantaged business concern," as used in this clause, means a small business
concern that (1) is at least 51 percent unconditionally owned by one or more individuals
who are both socially and economically disadvantaged, or a publicly owned business
having at least 51 percent of its stock unconditionally owned by one or more socially and
economically disadvantaged individuals, and (2) has its management and daily business
controlled by one or more such individuals. This term also means a small business
concern that is at least 51 percent unconditionally owned by an economically
disadvantaged Indian tribe or Native Hawaiian Organization, or a publicly owned business
having at least 51 percent of its stock unconditionally owned by one or more of these
entities, which has its management and daily business controlled by members of an
economically disadvantaged Indian tribe or Native Hawaiian Organization, and which
meets the requirements of 13 CFR 124.

“‘Women-owned small business concern,” as used in this clause, means a small business
concern (1) which is at least 51 percent owned by one or more women or, in the case of
any publicly owned business, at least 51 percent of the stock of which is owned by one or
more women, and (2) whose management and daily business operations are controlled by
one or more women.

(b) The NASA Administrator is required by statute to establish annually a goal to make
available to small disadvantaged business concerns, Historically Black Colleges and
Universities, minority institutions, and women-owned small business concerns, at least 8
percent of NASA’s procurement dollars under prime contracts or subcontracts awarded in
support of authorized programs, including the space station by the time operational status
is obtained.

(c) The contractor hereby agrees to assist NASA in achieving this goal by using its best
efforts to award subcontracts to such entities to the fullest extent consistent with efficient
contract performance.
(d) Contractors acting in good faith may rely on written representations by their
subcontractors regarding their status as small disadvantaged business concerns,
Historically Black Colleges and Universities, minority institutions, and women-owned small
business concerns.

(End of clause)

RELEASE OF SENSITIVE INFORMATION (NASA 1852.237-73) (JUN 2005)

(a) As used in this clause, “sensitive information” refers to information, not currently in

the public domain, that the Contractor has developed at private expense, that may
embody trade secrets or commercial or financial information, and that may be sensitive

or privileged.

(b) In accomplishing management activities and administrative functions, NASA relies
heavily on the support of various service providers. To support NASA activities and
functions, these service providers, as well as their subcontractors and their individual
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employees, may need access to sensitive information submitted by the Contractor
under this contract. By submitting this proposal or performing this contract, the
Contractor agrees that NASA may release to its service providers, their subcontractors,
and their individual employees, sensitive information submitted during the course of this
procurement, subject to the enumerated protections mandated by the clause at
1852.237-72, Access to Sensitive Information.

(c)(1) The Contractor shall identify any sensitive information submitted in support of this
proposal or in performing this contract. For purposes of identifying sensitive
information, the Contractor may, in addition to any other notice or legend otherwise
required, use a notice similar to the following:

Mark the title page with the following legend:

This proposal or document includes sensitive information that NASA shall
not disclose outside the Agency and its service providers that support
management activities and administrative functions. To gain access to this
sensitive information, a service provider's contract must contain the clause at
NFS 1852.237-72, Access to Sensitive Information. Consistent with this
clause, the service provider shall not duplicate, use, or disclose the
information in whole or in part for any purpose other than to perform the
services specified in its contract. This restriction does not limit the
Government's right to use this information if it is obtained from another
source without restriction. The information subject to this restriction is
contained in pages [insert page numbers or other identification of pages].

Mark each page of sensitive information the Contractor wishes to restrict with the

following legend:

Use or disclosure of sensitive information contained on this page is subject to the
restriction on the title page of this proposal or document.

(2) The Contracting Officer shall evaluate the facts supporting any claim that
particular information is “sensitive.” This evaluation shall consider the time and
resources necessary to protect the information in accordance with the detailed
safeguards mandated by the clause at 1852.237-72, Access to Sensitive Information.
However, unless the Contracting Officer decides, with the advice of Center counsel, that
reasonable grounds exist to challenge the Contractor's claim that particular information is
sensitive, NASA and its service providers and their employees shall comply with all of the
safeguards contained in paragraph (d) of this clause.

(d) To receive access to sensitive information needed to assist NASA in accomplishing
management activities and administrative functions, the service provider must be
operating under a contract that contains the clause at 1852.237-72, Access to Sensitive
Information. This clause obligates the service provider to do the following:

(1) Comply with all specified procedures and obligations, including the

Organizational Conflicts of Interest Avoidance Plan, which the contract has incorporated
as a compliance document.

(2) Utilize any sensitive information coming into its possession only for the purpose of
performing the services specified in its contract.
(3) Safeguard sensitive information coming into its possession from unauthorized
use and disclosure.
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(4) Allow access to sensitive information only to those employees that need it to
perform services under its contract.

(5) Preclude access and disclosure of sensitive information to persons and entities
outside of the service provider's organization.

(6) Train employees who may require access to sensitive information about their
obligations to utilize it only to perform the services specified in its contract and to
safeguard it from unauthorized use and disclosure.

(7) Obtain a written affirmation from each employee that he/she has received and will
comply with training on the authorized uses and mandatory protections of sensitive
information needed in performing this contract.

(8) Administer a monitoring process to ensure that employees comply with all
reasonable security procedures, report any breaches to the Contracting Officer, and
implement any necessary corrective actions.

(e) When the service provider will have primary responsibility for operating an information
technology system for NASA that contains sensitive information, the service provider's contract
shall include the clause at 1852.204-76, Security Requirements for Unclassified Information
Technology Resources. The Security Requirements clause requires the service provider to
implement an Information Technology Security Plan to protect information processed, stored, or
transmitted from unauthorized access, alteration, disclosure, or use. Service provider
personnel requiring privileged access or limited privileged access to these information
technology systems are subject to screening using the standard National Agency Check (NAC)
forms appropriate to the level of risk for adverse impact to NASA missions. The Contracting
Officer may allow the service provider to conduct its own screening, provided the service
provider employs substantially equivalent screening procedures.
(f) This clause does not affect NASA's responsibilities under the Freedom of Information Act.
(9) The Contractor shall insert this clause, including this paragraph (g), suitably modified to
reflect the relationship of the parties, in all subcontracts that may require the furnishing of
sensitive information.

(End of clause)

(END OF SECTION)

-12



